SOC as a service
Keypoint’s leading-edge security operations center (SOC) has been
developed to support clients wishing to log and monitor internal and
external threats and warn of impending or occurring threats in real time.
With businesses facing increased threats from malware, ransomware and
other cyber-attacks, Keypoint’s SOC uses industry-leading SIEM and FIM
solutions to detect, analyse and respond to unauthorised security-related
activities on systems or applications that process, transmit or store
confidential information.
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Keypoint’s SOC function has been developed to
offer GCC businesses affordable access to a
leading-edge tool. Our subscription model means
that, for the first time in Bahrain, SOC can be an
operating expense, rather than a capital
expenditure. Outsourcing security operations to
Keypoint can help realise the full benefits of a
SOC without investing the significant time or
resources required to build and maintain a
proprietary system. System event logging and
monitoring, configured into Keypoint’s SOC,
means organisations can select events for followup investigation and, if necessary, remediation.
Keypoint’s SOC service helps to monitor
compliance with ISO 27001 and data security
standards, such as the payment card industry’s
data security standard (PCI DSS). To offer clients
greater flexibility, we have developed three
different subscription models:
 Logging and monitoring within Keypoint’s
SOC
 Gap assessment and remediation support for
in-house SOCs
 End-to-end assistance with SIEM and FIM
deployment

SOC FAQs
What is a SOC?
A centralised function that continuously monitors
cyber threats.

Who should be interested in a SOC service?
Our SOC solution is a key business enabler for any
organisation implementing SIEM and FIM
solutions.

Why is now the right time?
Regulators across the GCC, including Bahrain’s
Telecommunications Regulatory Authority (TRA)
and the Central Bank of Bahrain and the Saudi
Arabian Monetary Authority, have recently issued
cyber guidelines with mandatory compliance
requirements.

How could Keypoint’s SOC services benefit
me?
Flexible – can be offered off-site or on-site
(ensuring data never leaves the client’s premises)
Tailored – different levels of service according to
need and budget
Responsive – integrated FIM feature warns of any
changes made to critical files
Local –based in Bahrain with services provided
from Bahrain
Technology-neutral – tracks data across
operating systems and network devices
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